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Introduction

TourCheck documents guard tours: who reached which checkpoint, when — and what was found there.
The app combines physical checkpoints (QR code, NFC tag or geofence) with scheduled rounds, a
tamper-evident journal and verifiable reports for your customers. Every entry is hash-chained; on
demand an external timestamping service (RFC 3161) anchors the chain.

The web app is free (AGPL) and runs entirely on your own Nextcloud instance. The native companion
app for workers and kiosk stations is licensed separately (TCK2) — the web interface is unaffected
and works without a licence.

What TourCheck is for — and what it is not

TourCheck answers the question “Was the tour carried out, and what was found?” — for guarding
services, cleaning verification, care rounds or container checks.

TourCheck is not a shift-planning or rostering tool and not a time-tracking suite. There is no covert
tracking: GPS positions are recorded only while a round is active, only on sites that explicitly opted in,
are visibly indicated to the person sharing them, and expire automatically.

Who this handbook is for

» Workers: carry out rounds — at the kiosk, in the browser scan box or with the companion app.

* Supervisors: watch rounds, incidents and alerts; use the Operations board with live map, tasks
and logbook.

* Planners: create sites, checkpoints and plans, and manage members and keys.
+ App admins: configure evidence, retention, stations, access and licensing.

» Customers: view granted sites and released reports in the client portal — no Nextcloud account
on your side required beyond their login.

How this handbook is organised

The chapters follow the workflow: setup first (site, checkpoints, plan), then daily operation (rounds,
capture, kiosk, companion app), then evidence and reporting (journal, incidents, operations board,
reports, portal) — finally settings, privacy and help. Screenshots show the real interface; controls are
“quoted like this”.

TourCheck 0.1.6 (commit £6253£6), dated 6 November 2026, language English.



CHAPTER1

Roles and access

TourCheck knows five access roles. Your Nextcloud administration assigns user accounts to groups;
the assignment takes effect immediately and can be changed at any time. What you see depends
solely on your group — and on the sites you are a member of.

1.1 The roles at a glance

App admin (tourcheck_admin) Full control: sites, plans, members, settings, stations, licence — plus
the Operations board. The role may manage sites, plans and settings without being a Nextcloud
administrator.

Planner (tourcheck_planner) Creates sites, checkpoints and plans, and manages members, keys
and live links. Sees rounds, journal, incidents and reports.

Supervisor (tourcheck_supervisor) Runs the daily operation: dashboard, rounds, journal, inci-
dents, reports and the Operations board with alerts, tasks and logbook. Cannot create sites or
plans.

Worker (tourcheck_worker) Sees the sites they are a member of, carries out rounds and reports
incidents. No setup functions.

Customer (tourcheck_client) Sees only the client portal (“Your sites”) with granted sites, service
quality and released reports (chapter 14).

On top of that there are station members: people without a Nextcloud account who confirm at the
kiosk with their PIN — for example temps or external contractors (chapter 8).

1.2 Site membership

A role alone does not open a site: workers and supervisors only see a site once they are listed under
“Members” on the site page. Planners also assign the site-level role there (“Worker”, “Supervisor”
or “Planner”) — the fine-grained distinction inside a site.

Members 3 assigned Add member
Alice Weber ~
a.weber e [ETEE
e

tck_atlas
» admin Remove
tck_atlas

Marker 1: add a member by Nextcloud user id and role — Marker 2: assigned members with role and remove
button.
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1.3 What happens without permission

Anyone opening a page directly without the required role or membership gets the same neutral
not-found page a wrong address returns — the app does not reveal whether a site exists.

Q

Page not found

‘The page could not be found on the server or you may not be allowed to view it.

Back to Nextcloud

Nextcloud - a safe home for all your data

Chapter 15 explains how app admins maintain groups and access rules under “Settings” —
“Access".

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 2

Signing in and the interface

2.1 Signing in

Open your Nextcloud in a browser and sign in with your user account. TourCheck appears in the
app bar. Public pages — the kiosk view and shared live links — need no sign-in (chapters 8 and 14).
Everything else, including the QR print sheet, sits behind a session: every opening of the sheet mints
fresh proof tokens, so it must stay signed-in territory.

Log in to Nextcloud

Nextcloud - a safe home for all your data

The interface follows the language of your Nextcloud profile (Settings — Personal info). Public pages
follow the browser language of the visitor.

2.2 The dashboard

Opening the app lands on the “Dashboard”. It answers three questions at a glance: what is running,
what is next, what needs attention.
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Marker 1: counters — “Due”, “Active”, “Missed”, “Done” — Marker 2: “Next rounds"” — Marker 3:
“Open incidents”.

» Counters tally today’s rounds by status: due, running, missed and done.

* “Next rounds” lists upcoming time windows across the sites you are responsible for.

- “Open incidents” shows unresolved reports — one click jumps straight to the incident (chap-
ter 11).

» On first use the “Get started” block walks through the setup: create a site, define checkpoints,
create a plan.

2.3 Navigation
The left-hand navigation is grouped in three blocks:

Work “Dashboard”, “Sites”, “Rounds” — plus Operations for supervisors.
Evidence “Journal”, “Incidents”, “Reports”.
Admin “Settings” (planners and app admins) and “Help”.

Workers only see the entries matching their role — a short menu is normal, not a bug.

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 3

Sites

A site is the thing you guard: a building, a plant, a property. Everything else — checkpoints, plans,
members, keys — belongs to a site.

3.1 Creating a site

Open “Sites” and click “New site”. Enter “Name”, “Address (optional)” and “Timezone”; the
timezone controls when plans spawn rounds and how times appear on reports. Via “Site notes for
workers (optional)” you attach a short briefing — the app shows it once when a round starts at the
site. “Create site” submits the form.

Sites
B
Objects,

checkpoints, and plans.

site | Testwerk Nord

8 Rounds . °
Your sites sites

@ journal [s eeeeeeeee ] YT | clear

S
s
@ Settings

o Active

o Active

@ wep

Marker 1: site list with search — Marker 2: “New site”.
After creation the site page opens. It gathers everything belonging to the site:

+ “Checkpoints” — the checkpoints in walk order (chapter 4)

* “Plans” — which checkpoints run when (chapter 5)

» “Keys"” — the key register

* “Members” — who sees and works this site (chapter 1)

 “Live links"” — the public status page for the site’s owner (chapter 14)
* “Privacy” — live positions and GDPR erasure (chapter 18)
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[T )
R & Quusterwerk Nord
— °
- - =
- - =
P =
- =
f— =
- =
| S,
o =
- =
— — =
. - =
- - =
-y =
- =
=

Marker 1: site header with address and timezone — Marker 2: the site’s sections — Marker 3: plans with status
(enabled/draft).

3.2 Key register

The register tracks physical keys — main door, vehicle, plant room. Planners add keys via “Register
key"” with a “Key label” (say Main door or Vehicle 3). Whoever takes a key clicks “Take"; on return,
“Return”. Every movement lands in the site’s journal — the “Key movements” list shows who had
what, when.

Keys 2 registered Register key

Hauptschliissel A f
T*kﬂ:‘ ® Out | Return |

Zweitschliissel Biiro

»In
In the register

Take |

Key movements

3.3 Editing or archiving a site

Rename, address or notes change directly on the site page. “Archive” takes the site out of daily
operation: it spawns no more rounds, but stays fully auditable with its journal — the past is never
deleted.

Running several sites? The search on the site list filters live by name. Give sites meaningful names
— they appear on reports and in the client portal later.
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CHAPTER 4

Checkpoints

Checkpoints are the places a tour must prove: the main gate, a hall corner, a tank farm. Every
checkpoint belongs to a site and has a fixed walk order.

4.1 Creating a checkpoint

In the “Checkpoints” section of the site page click “New checkpoint”. Required fields are
“Name” and “Scan type”:

“QR code” A printed QR sticker at the checkpoint. Scanned via the browser scan box, kiosk or
companion app. QR tokens can be rotated at any time — say if a sticker may have been copied.

“NFC tag” An NFC tag on location; workers hold their device to the tag. NFC tags are signed, so
photographing or cloning the tag cannot fake a visit.

“Manual button” A pure confirmation point without a physical token — useful where nothing can be
mounted, or as an interim solution.

Checkpoints 4inwalk order | Print QR sheet ‘ New checkpoint

Haupttor
QR code

Halle 3 - Siidseite
QR code

Tanklager
QR code

Biirotrakt EG

QR code Archive

Marker 1: checkpoints in walk order with type and checklist size — Marker 2: “Print QR sheet” — Marker 3:
“New checkpoint”.

Beyond QR, NFC and manual buttons, TourCheck knows geofence checkpoints: they count as
confirmed when the companion app reports a position inside the defined area. They are created via
the APl and are used where no token can be mounted.

4.2 Checklists

Each checkpoint can carry a checklist — “Things the worker must tick or measure before the checkpoint
counts as done.” Per item you choose the “Answer type”: “Yes / No”, “Text”, “Number” (with
“Min”, “Max” and “Unit”, e.g. °C or bar) or “Photo”. “Required” items must be filled; if a required
item fails, the confirmation is held back until the worker either adds a note explaining it or files an
incident right there (chapter 11) — a failed check can never pass silently. Only a measured value
outside its “Min"/“Max" bounds raises the incident automatically.
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4.3 Printing the QR sheet

“Print QR sheet” produces a print-ready sheet with all QR checkpoints of the site — stickers ready
to cut and mount. Print it before the first round and fix the codes at the checkpoint locations.

Musterwerk Nord — Checkpoint QR sheet
ed cou

Printed 2026-10-25 12:36 — previously issu fes are no longer valid.

Printing this sheet generated new codes. Replace all previously printed QR codes.

Tanklager
Auf Leckagen, Geruch und
Aufa ten

Security: every opening of the QR sheet mints fresh printable tokens — an old printout becomes

useless the moment a new one is generated. Do not hand printed sheets around; they carry valid
proof tokens.

4.4 Editing and archiving

Name, walk order, instructions and checklist can be changed at any time. “Archive” removes a

checkpoint from future rounds — past confirmations stay in the journal. Token rotation and NFC signing
live right on the checkpoint row in the list.
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CHAPTER S5

Plans

A plan binds checkpoints to a schedule: “A plan says which checkpoints a round needs and when it
runs.” Enabled plans spawn their rounds automatically — nothing else to click.

5.1 Creating a plan
In the “Plans” section of the site page click “New plan”. The form asks:

“Plan name"” A speaking name, e.g. Night round or Gate west.

Checkpoints The points of this round — shown in walk order; tick what belongs to the round.

“How often” “Every day”, “Every week” or “Every few hours”.

“Start time” For daily and weekly plans the clock time; weekly plans additionally ask the “Week-
days”".

“Every (hours)” For interval plans the gap between two rounds.

“Duration (minutes)” The window in which the round runs. If it expires unserved, the round counts
as missed.

“Check-in every (minutes, optional)” Worker safety (man-down): if the round reports neither
scan nor position update for this long, the app alerts the site manager. Leave empty to disable.

Plans @t m

Nachtrunde

® Active | Deactivate |
v2 - Daily at 20:00-2 h

Tagrunde

) # Active | Deactivate |
v2 - Daily at09:25-4 h \ )

[ d

Marker 1: “New plan” — Marker 2: plans with interval and status (enabled/draft).

5.2 Templates

“Or start from a template” offers quick-start patterns: “Creates the checkpoints and a draft plan
for you to review.” The template creates checkpoints plus a draft plan you adjust before enabling.

5.3 Enable — rounds schedule themselves

A plan starts as a draft. Only “Activate” activates it: the app generates upcoming rounds within
its planning horizon on its own. “Deactivate” stops future rounds without deleting the plan — past
rounds and their evidence stay untouched.

Tip: plan changes apply to future rounds. Rounds already generated are adjusted on the round
itself (chapter 6).



CHAPTER 6

Rounds

Rounds are the executed or upcoming tours. The “Rounds” page lists them across all sites —
upcoming first, past ones below.

FErbrintd

Piiiiniiniii

LEE LT

JUUIUUIL

Marker 1: round list with site, time window and status — Marker 2: status filter.

6.1 Round status

“Scheduled” The round is upcoming; its window has not started yet.
“Active” The window is running — checkpoints can be confirmed now.
“Done"” All checkpoints confirmed, round closed.

“pPartial” Closed, but not all checkpoints were confirmed — for example because one was deliberately
skipped.

“Missed” The window expired without the round being served enough. Missed rounds raise an alert
(chapter 12).

“Skipped” Deliberately omitted — with a reason.

6.2 Round detail

Clicking a round shows its checkpoints in walk order: confirmed, skipped or still open — with time,
method (QR, NFC, manual, geofence) and the person who confirmed.

10
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Marker 1: status “Partial” with progress 3/4 — Marker 2: checkpoints with confirmation status and time —
Marker 3: attestation form behind “Attest round” — checkpoint choice and journaled reason.

The checkpoint list is read-only — it documents what happened, it is not the place where confirmations
happen. A point that cannot be scanned — say a damaged sticker whose location the supervisor
verified by phone — is confirmed through the scan box instead (“Confirm checkpoint”, chapter 7).

6.3 Skipping a round and closing early

» “Skip round” marks a scheduled round as deliberately omitted — with a reason. That is the
clean way for shutdowns or holidays, and journals better than a “missed” round.

» “Close round” ends an active round early. Unconfirmed points stay documented — the round
counts as “Partial”, not done.

6.4 Attestation

A checkpoint the crew logged on paper but never scanned stays open on the round. “Attest round”
is the supervisor’s countersignature for exactly that case — a second person confirms after the fact
that the stop was served. The button appears only while open checkpoints remain, and only to people
allowed to supervise this site.

The form asks two things: which still-open checkpoint to attest (“Checkpoint”) — with several open,
“All open checkpoints (%d)” attests each in turn — and an “Attestation reason” of 10—1000
characters, for example “paper log verified on site”. The reason is not optional commentary: it is
journaled with the attestation, so the chain records who countersigned what and why.

Each attestation lands on its checkpoint, not on the round as a whole: the stop flips to “Attested” and
the event becomes its own journaled entry. Attest every remaining checkpoint of a “Partial” round
and it closes as “Done”. If part of a batch fails, the journal shows what landed — and if the round
window closed too long ago, the attestation is still recorded, as unassigned site evidence rather than
on the round.

Rounds never disappear: missed and skipped rounds remain visible in the journal and on reports.
That is by design — the evidence should be gapless, not beautified.

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 7

Confirming checkpoints

Three ways lead to a confirmed checkpoint: the scan box in the browser, the kiosk (chapter 8) and the
companion app (chapter 9). This chapter covers the scan box — the browser path without installation.

7.1 The scan box

The capture page has no navigation entry — you reach it by its address, /capture inside the app,
typically as a bookmark or home-screen shortcut on the device you carry. It shows the scan box: a
field that recognises QR codes by camera or takes the token text directly.

Scan checkpoint

o.o active round — a scan will attach when one starts.

Marker 1: the scan box — “Point the scanner or paste the code” takes camera scans and typed tokens
alike — Marker 2: the round hint, here reporting that no round is currently waiting.

How it works:
1. Open the scan box on the device you carry — any Nextcloud-capable smartphone does; no app
install needed.
2. Hold the QR sticker in front of the camera, or type the printed code.
. The app maps the token to the checkpoint and asks the checklist, if the point carries one.

4. “Confirm checkpoint” files the confirmation — with time, person and method — into the
running round and the journal.

w

7.2 When no round is running

A scan never vanishes. Without a running round the confirmation is orphaned: it is journaled with time,
person and method, counts as unassigned on reports, and attaches itself to the round if one starts
within the late-sync window. The scan box says so up front — “No active round — a scan will attach
when one starts.” If several rounds overlap — say night and day round crossing — the confirmation
lands on the round the checkpoint belongs to.

12
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7.3 Manual and geofence points

* “Manual button” points carry no physical token at all — they are confirmed by a tap in the
companion app (chapter 9).

» Geofence points are confirmed by the companion app via position. In the scan box they appear
as points expecting a GPS confirmation.

Privacy: the scan box transmits no position. Anyone unwilling to share GPS confirms QR/NFC
points entirely position-free in the browser.

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 8

Kiosk and stations

The kiosk is the fixed capture point at the site — a tablet at the gatehouse or the works entrance that
workers use as they pass. The kiosk page runs without a Nextcloud sign-in: the device is the identity,
the person authenticates by PIN.

8.1 Setting up stations

Every kiosk device is a station. App admins create them under “Settings” — “Stations”: pick a
name, bind it to a site and checkpoint, done. After creation the app shows a pairing code — “Scan this
code on the kiosk device — valid for 10 minutes, single use.” That enrols the device without anyone
typing a password on the tablet.

AR L LA R LI T E IR HEA SR A AT AR D00 A R0 O OO0 A 08 O 1
goooooooooooooo0o0000000D

Stations can be revoked at any time (“Revoke”) — the device stops working immediately (“Revoke
this station? It stops working immediately.”). For new hardware you rotate the key or create a new
station.

8.2 Station members and PINs

Station members are people without a Nextcloud account — temps, for example. They get a kiosk
PIN and appear as tiles on the device. PIN rules — “PIN length”, “Lock after failed attempts”
and “Lockout minutes” — are set centrally under “Settings” — “Stations”; a forgotten PIN is
reset directly on the member.

8.3 Confirming at the kiosk
The on-device flow has a few steps:

1. Pick the person: “Who are you?” — the start view shows station members as tiles.
2. Enter PIN: the keypad asks for the kiosk PIN.

14
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3. Optional signature: a signature pad takes the confirmation drawn by finger, pen or mouse
(“Signature pad — draw with finger, pen, or mouse”). It can be skipped.

4. “Confirm” finishes the flow; the view returns to the tiles on its own — ready for the next person.

o

Access forbidden

You are not allowed to access this page.

Back to Nextcloud

Kiosk start: station members pick their tile.

o

Access forbidden

You are not allowed to access this page.

Back to Nextcloud

- —

PIN entry at the kiosk — no Nextcloud sign-in needed.

Every kiosk confirmation lands in the journal with station name, person and time — kiosk points are
recognisable on the entry as kiosk.

Licence: stations need an active companion licence (TCK2). Without one the kiosk device shows
a licence notice (“This station needs an active station license.”) — details in chapter 15.

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 9

The companion app

The companion app is the native companion for workers and kiosk devices (Android). It is licensed
separately (TCK2); the web app stays free and unaffected.

9.1 Sign-in and licence

After installing you connect the app to your Nextcloud: enter the server address, authorise the account,
done. The device requests its entitlement from the instance — if no licence is stored or the device limit
is reached, the app says so plainly. Licences are managed by the app admin under “Settings” —
“License” (chapter 15).

2010 w40 206 O w4

Today o

| Offline — showing last known data

TourCheck

“=* Scan checkpoint

Testwerk Nord

00f 1~ 800PM
ign in with N 1!
Sig ith Nextcloud © Tor West

or sign in manually A Reportincident

Nextcloud URL

Musterwerk Nord
00f 4 - 800 PM

© Haupttor

© Halle 3 - Siidseite
© Tanklager

o Biirotrakt EG - GPS

Privacy policy A Reportincident

# Practice round

Signing the companion app into the instance. Today view: the day’s rounds with status and checkpoints.

9.2 Running rounds
The Today view shows upcoming and running rounds with their checkpoints. To confirm:

* QR — scan the code at the location with the camera.

* NFC — hold the device to the signed tag.

» Geofence — the app confirms automatically once the position is inside the defined area.

» Checklists — required items such as temperature, photo or yes/no questions are asked right at
the point.

The app works offline-capable: confirmations without network are held locally and late-synced —
marked late-synced in the evidence so the time shift stays honest.

9.3 Incident and emergency

From inside a running round, workers report incidents with description, severity and attachments —
photo or audio straight from the device. An emergency action (SOS) immediately raises a critical
incident and alerts the supervisor: “triggered the emergency action — respond now.”

16



€ Tourcheck

TourCheck — The companion app

2070 w40 2100 R .
atlas-craft-station-r2
< Today DE R ES s NL
Report incident DA J v f{ e LRt LT
Severity Privacy policy
Low Medium High Critical Who are you?
Category
Securty  Damage  Safety AB BM
Ada Beispiel Boris Muster
Maintenance Client Other
@i Add photo cv
Clara Vorne
% Voice note
Note (optional)
Keys

RACE-PROBE-1791852857155 In
Send incident

Reporting an incident with photo right from the round. Station members in the app — PIN management for kiosks.

9.4 Station mode and practice rounds
 Station mode: the companion app turns a tablet into a kiosk station — paired via the code from
the station settings (chapter 8).
» Practice round: new workers try the flow in a practice round without touching real evidence.
- Briefing: before every round the app shows the site notes stored on the site.

2060 w4
2000 Ada Belsniel wdn
a Beispiel
Your PIN < Today
Settings
000000 9
Account
1 2 3 .
Signed in as tck_atlas
hitp://10.0.2.2:8081
4 5 6 Version 0.1.0
Appearance
7 8 9 Choose how the app looks

alollx

High contrast

Language

n DE FR ES IT NL

DA SV NB PL PT

Privacy policy

Companion settings — sync, position sharing and licence

PIN prompt in the companion app’s station mode.
P P P PP state on the device.

Position sharing: while the app records locations it shows a permanent indicator. Position data is
captured only during active rounds, only on opted-in sites, and expires automatically — chapter 18.
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CHAPTER 10

Journal — the evidence log

The “Journal” is the app’s logbook: a gapless, append-only record of every event — each confirmation,
incident, key movement, attestation and admin action. Entries cannot be edited or deleted.

10.1 The chain

Every entry carries the hash of its predecessor: the hash chain. Anyone altering an entry later would
break the chain — the journal header shows the state: “Chained” and the current “Chain head”.
An integrity check re-verifies the whole chain and reports any break immediately.

= "’m B

Marker 1: the entry filter — the header above it holds the chain state “Chained"”, the anchor status and
“Anchor now" for the external timestamp.

10.2 External anchoring (RFC 3161)

On demand, “Anchor now” anchors the chain head at an external timestamping service (TSA,
RFC 3161): an independent third party certifies that the chain held exactly this state at that moment.
That takes even the instance administrator out of the proof — they could change the database, but
not backdate the external timestamp. The endpoint is configured under “Settings” — “Evidence &
anchoring” (chapter 15); without one the anchor stays “not yet anchored” and the chain is internally
linked.

10.3 Reading and filtering

The header filters cut the journal by site, entry type and period — say only October incidents at
Musterwerk Nord. Entries show time, site, type, actor and details; scan entries name the method (QR,
NFC, manual, geofence) and whether they arrived on time, late or late-synced.
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10.4 Exporting journal data

The journal itself carries no export button — exporting is part of reporting. On the “Reports” page,
“Export CSV"” and “Export ODS"” download a site’s month as a file for your own archive or audits
(chapter 13).

Important: the journal replaces the handwritten logbook — but only because nobody can “correct”

entries. TourCheck deliberately offers no such option; corrections arrive as new entries that
comment on the record.
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CHAPTER 11

Incidents and corrective actions

Anything unexpected becomes an incident: the damaged lock, the running hydrant, the open container.
Incidents arise three ways:

« manually — via “Report incident” in the web app or from the companion app, including photo
and audio;

+ semi-automatically — a failed required checklist item stops the confirmation until the worker adds
a note or files the incident on the spot, while a measured value out of bounds or the emergency
action raises the incident itself;

« from the control desk — supervisors file phoned-in events.

Marker 1: incident list with status filter — Marker 2: “New incident” — Marker 3: severity and category per
incident — Marker 4: “Create maintenance work order” hands off to MaintenanceCheck.
11.1 Filing a report

The form asks site, “Category”, “Severity” and the description. Critical incidents notify the supervisor
immediately — “reported a critical incident — respond immediately.”

11.2 Corrective actions

Every incident carries a list of “Corrective actions” — what must happen before the finding is closed.
Actions run through a four-eyes process:

1. one person records the action and carries it out;
2. a second person verifies it (“Verify” — actions awaiting review sit under “To verify”);
3. only then does the action count as “Verified”.
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11.3 Handoff to MaintenanceCheck

When the sister app MaintenanceCheck is installed, an open incident shows “Create maintenance
work order” under “Details” (marker 4). One click files a draft work order into the MaintenanceCheck
intake — a dispatcher there owns the rest of the lifecycle. The incident then permanently shows
“Maintenance work order: WO-...”; filing twice is neither possible nor needed.

If the handoff fails — MaintenanceCheck unavailable or no site with the same name found — the
incident stays fully usable and the app states the reason. For the match to work, the site must be
named exactly as in MaintenanceCheck.

11.4 Lifecycle

Incidents move from open through handling to closure. Closing is final — the app asks explicitly: “Close
this incident? It cannot be reopened.” Closed incidents stay visible in the journal and on reports,
together with their actions and attestations.

How it connects: incidents hang on the site and — when reported from a round — on the round.
They surface in the round detail and the report at the right checkpoint.
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CHAPTER 12

Operations — the control board

Operations is the supervisor’'s area: the control-desk view across all supervised sites. Supervisors
and app admins see it in the navigation; it bundles alerts, map, tasks and the site logbook.

Marker 1: “Open alerts” — Marker 2: “Site board” of all supervised sites — Marker 3: “Live map”.

12.1 Open alerts

Alerts arise automatically — a missed round, or a plan whose check-in interval has heard no sign of life:
“No scan or position update for n minutes during an active round — check on the worker.” Every alert
stays open until someone works it and closes it — the board replaces the loose note by the phone.

12.2 Site board

The “Site board” shows each site’s current state: whether a round is running, how many checkpoints
are confirmed, whether incidents are open. One click opens the per-site view.
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Per-site view on the board: Marker 1: tasks — Marker 2: logbook with handovers — Marker 3: the site’s KPls.

12.3 Live map and position trail

The “Live map” shows site perimeters, geofence areas and — on opted-in sites — the “Live position
trail” of on-duty members while a round is active. Positions expire automatically and disappear; there
is no permanent history. Without opt-in the map stays limited to perimeter and checkpoints. The
background map is chosen in “Settings” under “Site defaults” (chapter 15): the built-in schematic
view is the privacy default; an admin can switch to “OpenStreetMap” tiles or a “Custom tile
server”.

Geofences are drawn right on this board: “New geofence” opens a form asking “Geofence type”
(“Site perimeter” or “Restricted zone"), centre coordinates and “Radius (m)” — clicking the
map sets the centre — and “Save geofence” activates it. Perimeter geofences are what geofence
checkpoints confirm against; entering a restricted zone raises an alert on this board.

12.4 Tasks and logbook

“Tasks” Concrete to-dos on the site — with assignee and due date. “New task” creates one; the
tick closes it.

“Logbook” The site’s shift log: “New entry” of type “Note”, “Handover” or “Hazard” for
standing dangers the next shift must know. Entries can be acknowledged (“Acknowledged”)
— the shift handover becomes a traceable act, not hallway chatter.

“KPIs" Service quality per site: checkpoint quota, punctuality, coverage, open incidents.
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CHAPTER 13

Reports

Reports bundle rounds into branded, timestamped PDFs for your customers. The “Reports” page
lists generated and scheduled reports.

Tourcheck Tourcheck / Reports
@ Rounos ana cneckpoint o

@ Reports

Scheduled and on-demand evidence.

woRk
8 Dashboard

Site | Musterwerk Nord -
sites
=i O,

Reparts 2o (eeeaip—-
@ operations / /

0.,
8 journal [chorﬁhamtm date. ] YN | clear
P Incident:
B Reports ) Shared with customer Download |

copy . J\

manual - 2026-10 oowniosd |

October 16, 2026, 6:34
& settings

Scheduled reports | Addschedule |

Monthly - bauherr@example.com o [ o

Customer — no worker names \ Disable

@ Help

11 best.efort — o reply SLA. Need booked Reporta problem  Support development

Marker 1: report list with search — Marker 2: “New report” — Marker 3: “Scheduled reports”.

13.1 Generating a report

“New report” asks site, period and “Audience” — “Internal” keeps worker names in the report,
“Customer — no worker names” strips them for external sharing. It then produces the “Site
report” as PDF: logo and company name from the branding settings, the period’s rounds with their
status, the incidents and the chain’s anchoring evidence. The report states how many checkpoints
arrived on time, late, attested, late-synced or unassigned — honest numbers, not a glossed score.

13.2 Data export

“Export CSV” and “Export ODS" download the selected site’s month as a file — always the calendar
month you are in, not the “Month” chosen in the report form. Use it for your own archive, audits or
import into other tools; the export holds the period’s entries with their chain and anchor flags.

13.3 Visibility in the client portal

Every report can be released to the client portal and hidden again (chapter 14): “Report is now visible
in the client portal” and “Report hidden from the client portal.” You control report by report what the
customer sees.

13.4 Scheduled reports

“Scheduled reports” run on their own: *“Add schedule” opens a form with “Cadence”
(“Weekly” or “Monthly”), the “Email” recipient address, “Audience” and “Status” — “Sched-
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ule a report and it lands in the mailbox automatically.” The outgoing mail carries the report as PDF
attachment (“Your scheduled TourCheck report is attached.”).

13.5 Claim bundle

For the hard case — complaint, liability, audit — the app builds a claim bundle in one click: a single
cryptographically sealed evidence package for a site with its rounds, journal extract, anchoring data
and verification files. The bundle hash exposes any later change — the package is evidence, not
merely an archive.

Reports follow the site’s language and contain only what the journal actually holds: missed rounds
are not absent — they are shown as missed.
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CHAPTER 14

Live links and the client portal

Two doors open sites to the outside: the live link for a quick status glance without sign-in, and the
client portal for permanent, revocable customer access.

14.1 Live links

A live link is a site’s public status page: “A live link shows this site’s status to anyone with the URL —
no login needed. Share it with the object’s owner.”

On the site page under “Live links” you create the link via “New live link”: label (say Owner portal
— Building A) and optional expiry (“Expires (optional)” or “Never expires”). The app shows the
URL exactly once — “Link created — copy it now. It will not be shown again.” Copy it immediately and
hand it straight over.

The live page shows a reduced but honest view: site name, round state, open incidents — no login,
and no data from other sites. “Revoke” disables the URL instantly: “Revoke this live link? Its URL
stops working immediately.”

14.2 Client portal

Customers with the tourcheck_client role land in the portal after sign-in — “Status, service quality
and incidents for your premises.” The “Your sites” start page lists only the sites the customer was
granted access to.
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Site report

Status, service quality and incidents for your premises.

Your sites

Testwerk Nord

Musterwerk Nor

site report

d

Current status

Service quality

09/18/2026 O | | 10/18/2026 O ‘ | Load

Reported incidents

Reports

Per site the customer sees the “Site report” view: round state, service quality and their site’s incidents
— plus the reports released to the portal (“No reports shared yet — your service provider publishes

them here.”).

Site report

5, service quality and ncidens for your premises,

Current status

Musterwerk —

Nord

Service quality

Reported incidents

Reports

202610

uuuuu

Boundary: live links are the quick variant for individual owners without an account; the portal is the
real customer access with sign-in, history and reports. Without a grant a customer account sees no
sites — and customers never see your internal workspace.

0.1.6 —2026-10-16 — EN

User Handbook



CHAPTER 15

Settings

“Settings” is the admin area — visible to planners and app admins, organised in eight sections.

15.1 Site defaults

The standard values new sites inherit. “Default timezone” sets the zone for scheduling — it controls
when plans spawn rounds and how times appear on reports.

The “Map tiles” block picks the background of the Operations live map: “Built-in schematic
map” (the default — no external requests, nothing leaves this server), “OpenStreetMap” (the
browser loads tiles from tile.openstreetmap.org; the attribution is shown automatically), or “Custom
tile server” with a “Tile URL template” (an https:// address with {z}, {x} and {y} placeholders)
and an optional “Attribution (optional)” line for the map corner.

15.2 Evidence & anchoring

The external timestamp lives here: the RFC 3161 endpoint (‘RFC 3161 endpoint that anchors the
evidence chain. Leave empty to disable external anchoring.”) and optionally a PEM file pinning the
timestamping service’s certificate chain. With an endpoint, “Anchor now" in the journal yields an
independent proof (chapter 10).

28



€ Tourcheck

TourCheck — Settings

000 i ® Tourched

TourCheck
App admin
WORK.

88 Dashboard
Sites
8 Rounds

© operations

EVIDENCE

@ Journal
P incidents

B reports

ADMIN
4 settings
Site defaults
Evidence & anchoring
Retention
Branding
stations
Access
License

Feedback

TourCheck / Settings

& Settings

Evidence, retention, branding, stations, access.

site | Testwerk Nord

Evidence & anchoring
Timestamp authority (TSA) URL

https://.

RFC 3161
disable e

ave empty to

TSA CA bundle path

Jetasssiitsa-ca.pem

Optional PEM file pinning the TSA certificate chain. Absolute path on the
server;le y to skip chain verification.

Late sync window (days)

7

Events synced within this window keep their client timestamp flagged as
late-synced

Reporta problem  Support development

15.3 Retention

Retention periods for volatile data — above all “Keep GPS positions (hours)”. Where positions
are not needed, shorten the window; the minimum wins.

000 i ® Tourched

TourCheck

WORK.

88 Dashboard
Sites
8 Rounds

© operations

EVIDENCE

@ journal
P Incidents

B reports

e
& settings
Site defaults
Evidence & anchoring
Retention
Branding
stations
Access
License

Feedback

TourCheck / Setings / Retention

& Settings

Evidence, retention, branding, stations, access.

site | Testwerk Nord

Retention
Keep journal & evidence (years)

10

Keep GPS positions (hours)

24

GPS breadcrumbs expire fast — works-council friendly default is 90 days.

Reporta problem  Support development

15.4 Branding

“Company nhame on reports” and logo: how reports and the client portal appear to your customers.
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AAAAAA

Tourcheck  Setings / B
& Settings
Evidence, retention, branding, station: s, access.

site | Testwerk Nord

Branding

Ccompany name on reports

Support development

15.5 Stations

Manage kiosk devices: create, pair, maintain members and PINs, revoke — details in chapter 8.
The “PIN policy” block sets the kiosk-wide rules: “PIN length” (4-8 digits), “Lock after failed
attempts” (3—-10) and “Lockout minutes” (1-120) before a locked PIN accepts tries again.

15.6 Access

IO IO ORI IO O

The access door: “Open for all users” or a restricted circle of “Allowed groups” and “Allowed
users”, plus “Delegated app admins” who may run the app without being Nextcloud administrators.
Changes take effect immediately; the three layers — door, app role, site membership — are explained

in chapter 16.
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TourCheck / Settings / Access

& Settings

o evidence, reten tion, branding, statlons, access
88 Dashboard
e | Testwerk Nord
sites
S Rounds Access
© operations Who can open Tourcheck

open

off=only th

Allowed gre

15.7 License

“The web app is free (AGPL). A license unlocks the native companion and station devices.” App admins
apply the licence key here, see device limits and remove the licence when needed — “Remove this

license? Stations and the companion app stop working.”

# @ TourCheck

TourCheck / Settings / License

Appadmin & Settings

Evidence, retention, branding, stations, access.
WORK

88 Dashboard
site | Testwerk Nord

sites.
& Rounds License
© operations Companion license
The web app i free (AGPL). A lcense unlocks the native companion and station devices.

evioence

Customer tek-demo
@ journal |

20301231

P incident

nts
B Reports Remove license

License key (TCK2...)

& settings TCK2

Site defauits
Evidence & anchoring m
Retention

Branding

Feedback

Report 2 problem  Support development

15.8 Feedback

“Feedback” opens the bug/idea channel: “Report a problem or suggest an improvement.” Issues

reach us directly — with version and contact path.
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CHAPTER 16

Access — who can open TourCheck

Chapter 1 described the roles. This chapter is about the layer in front of them: the access door that
decides whether TourCheck opens for your account at all. The check order is always the same — door
first, then the app role, then site membership. A person fails closed at the first layer that does not
match.

16.1 Open or restricted

Under “Settings” — “Access” the first block, “Who can open TourCheck”, holds the door
switch:

“Open for all users” on Every Nextcloud account on the instance may open the app — literally
every one. An account without a TourCheck group lands on an empty member dashboard: no
sites, no data, because site visibility still requires membership. Open mode removes the door,
not the scoping.

“Open for all users” off Restricted mode: only the “Allowed groups” and “Allowed users”
listed below — plus administrators — can open the app at all. Everyone else gets the not-found
page before any role is evaluated.

The group and user fields take ids and offer a directory picker, so you select names instead of typing
them blind. Saving applies immediately; there is no publish step.

16.2 Delegated app admins

The second block, “Delegated app admins”, grants the app-admin role to named users without
making them Nextcloud administrators. A delegated admin may manage sites, plans, members,
stations and every settings section — including this access page. Grant it to operations leads who run
TourCheck day to day; it is the difference between “can administer the app” and “can administer the
server”.

Do not lock yourself out. If you switch the door to restricted, make sure at least one allowed
group contains your own account — or list yourself under “Allowed users” — before you save.
With an empty allow list only Nextcloud administrators get in.

16.3 What a blocked person sees

Nobody outside the door learns whether anything exists: a direct link to a site, a round or an API
endpoint returns the same neutral not-found page as a wrong guess — not found and not yours
deliberately look identical. That is a privacy property, not an error: it keeps site names and structures
invisible to anyone without access.
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Q

Page not found

‘The page could not be found on the server or you may not be allowed to view it.

Back to Nextcloud

»

Nextcloud - a safe home for all your data
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CHAPTER 17

People on a site

App roles (chapter 1) say what a person may do; the people lists say where and as whom they actually
work. TourCheck knows three working identities beyond the plain account: site members, station
members and portal users. They answer three different questions — who works this site, who
confirms at the kiosk without an account, and which customer looks in from outside.

17.1 Site members

A site member is a Nextcloud user attached to one site with a site-level role — “Worker”, “Supervi-
sor” or “Planner”. Membership is what makes the site visible: a worker without membership does
not see the site at all, no matter their app role. On the seeded demo site Musterwerk Nord, for example,
a.weber works as a site worker and atlasqa supervises.

To add a member:

1. Open the site (“Sites” — site name) and jump to the “Members” section.

2. Choose “Add member” and pick the person in the “User” field — the directory picker finds
accounts by name, so you do not need to know the exact user id.

3. Set the site-level “Role” and confirm with “Add member”. The member appears in the list
immediately and sees the site on their next page load.

“Remove” ends the membership at once — the person keeps their app role but loses this site. Their
past journal entries, round confirmations and incidents are not touched: evidence keeps the name it
was recorded under, because deleting the actor with the membership would falsify the trail.

(1)
Members 32 assigned
(2]
Alice Weber -
a.weber ® worker [ETEE
::Tl?:SQA ® supervisor
i

Marker 1: add a member by Nextcloud account and site role — Marker 2: assigned members with role and
“Remove”.

17.2 Station members

Station members are the people who confirm at a kiosk without a Nextcloud account — temps,
contractors, seasonal staff. Each has a display name and a kiosk PIN, and appears as a tile on the
station’s start screen (chapter 8). They are managed on the station itself in the companion app’s station
area — the seeded station Torwache carries Ada Beispiel, Boris Muster and Clara Vorne.

PIN quality is governed centrally under “Settings” — “Stations”: the “PIN policy” block sets
the “PIN length” plus the lockout — “Lock after failed attempts” and “Lockout minutes”. A
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locked or forgotten PIN is reset on the member, not recovered: there is nothing to recover, only a new
PIN to assign.

17.3 Portal users

A portal user is a customer account in the tourcheck_client group that received a client grant for
specific sites — the demo customer tck_client1 sees only Musterwerk Nord. Grants are created on
the site (chapter 14) and decide exactly which sites, quality figures and released reports the customer
sees. Revoking the grant closes the view without touching the account or the evidence.

17.4 When people leave

Removing a site member, station member or grant never erases history — the journal, reports and
round details keep the name under which the work was recorded. What changes is only the future: the
removed person stops seeing and confirming from that moment on.
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CHAPTER 18

Privacy and evidence integrity

TourCheck produces evidence about people — that deserves care. The app follows three rules: opt-in,
visibility, expiry.

18.1 Live positions: opt-in per site

Position recording is off until a site explicitly enables it (“Live positions during active rounds” on
the site page under “Privacy”). The in-app note says it plainly: “When on, the positions of members
on duty are recorded while a round is active on this site. Members see a permanent indicator on their
device while sharing. Positions expire automatically.”

In detail:

« only while a round is active — never in idle time;

« with a permanent indicator on the person’s device;

« with automatic expiry — the retention setting decides how long positions are kept;
* no covert tracking: there are no silent position records.

18.2 GDPR erasure

On the site page, “Erase personal data (GDPR)"” removes a person’s events on that site. The app
describes the mechanism verbatim: “Tombstones this person’s events, attestations, incidents, positions
and evidence files on this site. Journaled and irreversible.”

Tombstone instead of silent deletion: the entry is hollowed out — the person is gone, the fact of the
entry and the hash chain stay intact. The evidence remains verifiable without keeping the personal link.
The act itself is a journal entry: the erasure is provable, the erased content is not.

18.3 Retention

The periods under “Settings” — “Retention” decide how long data is kept — and they bind the
evidence too: “Keep journal & evidence (years)” sets the journal’s lifespan (1-30 years), while
“Keep GPS positions (hours)” expires volatile position data fast. Nothing is kept beyond what you
configure.

18.4 For works councils and data protection officers

* QR/NFC confirmations carry no position — anyone avoiding GPS confirms position-free.
* Position data is tightly time-bounded and self-expiring.
» The journal is append-only; personal erasure runs via tombstone, not via forgetting.

« All data stays on your instance — nothing is outsourced except the optional timestamping endpoint,
which sees only the chain hash, not content.
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CHAPTER 19

Accessibility

TourCheck is built to WCAG 2.1 AA, on the same design system as every Check app. This chapter
collects what that means in daily use — and the few honest limits.

19.1

Keyboard

Every task in this handbook works without a mouse: navigating, creating sites and plans, confirming
checkpoints in the scan box, triaging incidents, running the Operations board.

Two skip links lead every page: “Skip to content” jumps to the main area, “Skip to naviga-
tion” to the app menu — you never have to tab through the whole chrome.

Focus is always visible: a clear outline marks the current element, on the light and the dark
Nextcloud theme alike.

Dialogs and menus behave as expected: Esc closes them, Tab stays inside a dialog until it
closes, and focus returns to the control that opened it.

Collapsed rows such as incident details announce their state and open with Enter or Space on
their toggle button.

19.2 Screen readers

Pages expose landmarks and real headings, so reader navigation (jump to main, next heading)
lands where you expect.

Feedback does not depend on looking: form errors render inline under the field they belong to
and are tied to it for the reader; success and failure toasts are announced through live regions —
politely for status, immediately for alerts. The scan box on the capture page announces accepted
and rejected scans the same way.

Dynamic counters — sites, rounds, incidents, journal entries — are marked as status text, so a
filtered list reads its new count without you hunting for it.

Icon-only controls and decorative icons are labelled or hidden correctly; the navigation toggle
announces “Open navigation menu” and its expanded state.

19.3 Vision and motion

Colour never carries meaning alone: every status badge pairs its tint with a text label (“Done”,
“pPartial”, “Missed”), and required information is in the words, not the hue.

The interface inherits the Nextcloud theme — light, dark and high-contrast — and supports
forced-colors mode, where focus rings are thickened rather than dropped.

With reduced motion requested, transitions and live-map animation are switched off; nothing
essential moves.

Touch targets meet at least 44x44 px; the kiosk PIN pad and member tiles are deliberately much
larger, because they are used standing up, in gloves, in a hurry.
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19.4 Honest limits

The companion app follows the Android accessibility services on the device rather than this web design
system; kiosk surfaces are optimised for distance and touch, not for screen readers. PDF reports are
made for print and customer signatures — if a reader needs report content accessibly, the same data
is in the on-screen “Reports” and journal views.

0.1.6 —2026-10-16 — EN User Handbook



CHAPTER 20

Troubleshooting and FAQ

20.1 How do l...? — the quick index

The frequent tasks, resolved to their chapter:

...give someone access to TourCheck? Put them in a TourCheck group, or list them under “Al-
lowed users” — ch. 16.

...let a worker see one site only? Make them a site “Member” on exactly that site — ch. 17.

...add a temp without a Nextcloud account? Create a station member with a kiosk PIN — ch. 17,

ch. 8.

...put checkpoints on a new site? Create the site, then add checkpoints or apply a template — ch. 3,
ch. 4.

...print the QR codes? Use the site’s “QR sheet” — remember a reprint invalidates older prints —
ch. 4.

...plan a recurring tour? Create a Plan on the site and activate it — ch. 5.

...confirm a damaged sticker? Type the printed code into the scan box on the capture page — ch. 7.
...prove the journal was not tampered with? Read the hash chain and anchor it externally — ch. 10.
...hand a report to the customer? Release it for the portal or download it — ch. 13, ch. 14.

...give the customer read-only insight? Issue a client grant for their account — ch. 14, ch. 17.

...run TourCheck with a keyboard or screen reader? Use the skip links and live-region feedback
—ch. 19.

20.2 | cannot see TourCheck, or nearly nothing

Visibility hangs on group and site membership (chapter 1). The neutral not-found page (figure in
chapter 1) means: account without the right role or site assignment. An app admin or planner assigns
your account.

20.3 A QR code does not work

* No round running: the scan still records — it lands in the journal as an unassigned (orphaned)
entry and attaches to the round once one starts. Nothing is lost, so check the other causes
below.

+ Old sheet: every print of the QR sheet renews the tokens. After a reprint, older printouts are
invalid — mount the fresh sheet.

+ Point archived: archived checkpoints no longer confirm.

20.4 My kiosk shows a licence notice

The station is not licensed: “This station needs an active station license. Ask your administrator to apply
or renew the license in the TourCheck settings.” The app admin checks “Settings” — “License”.
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20.5 PIN forgotten / station member locked out

Planners or app admins reset the kiosk PIN on the station member (“Settings” — “Stations” or on
the member at the site page).

20.6 Round shows “Partial” instead of “Done”

At least one checkpoint was not confirmed. The round detail shows which. If deliberate, “Partial” is
the correct, honest status — the evidence does not gloss.

20.7 Anchoring fails

“Anchor now" needs the RFC 3161 endpoint in the settings. Without endpoint or on failure the app
reports “Anchor failed” or “Timestamp anchoring failed” — the internal hash chain stays untouched
and intact.

20.8 A panel fails to load

Pages with live data (Dashboard, Operations, Journal, client portal) show “Could not load data.” and a
“Retry” button when a request fails. One click usually fixes it — if it does not, the next section is the
right way to report it.

20.9 Where do | report bugs?

“Settings” — “Feedback” — or the contact paths in this handbook’s appendix. Please name the
app version and the time of the incident; the version is on the settings page and in your Nextcloud’s
app info.
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CHAPTER 21

Glossary

Site The guarded object: building, plant, property — the top unit in TourCheck.

Checkpoint A proof point on a site with scan type (QR code, NFC tag, manual button, geofence),
walk order and optional checklist.

Checklist Required or optional questions at a checkpoint — yes/no, text, number with bounds or
photo.

Plan The scheduling rule: which checkpoints, how often, how long. Enabled plans spawn rounds
automatically.

Round An executed or upcoming tour with time window and status (scheduled, active, done, partial,
missed, skipped).

Attestation The four-eyes countersignature on an open checkpoint of a round by a second person —
journaled with its reason.

Journal / evidence log The gapless, hash-chained, append-only record of all events.

Hash chain The chaining of journal entries: each entry holds its predecessor’s hash; changes break
the chain.

Anchoring The external RFC-3161 timestamp over the chain head — independent proof of the
evidence state.

Chain head The last entry of the chain; its state is anchored.

Incident A reported finding or an automatically raised event (failed required item, out-of-range value,
SOS).

Corrective action The verifiable action attached to an incident.

Station A paired kiosk device; bound to site and checkpoint.

Station member A person without a Nextcloud account confirming at the kiosk by PIN.

Kiosk PIN The personal PIN of a station member on the kiosk device.

Live link A site’s public status page — login-free, expirable, revocable.

Client portal The sign-in area for customers with site grants: status, service quality, released reports.
Grant The permission that shows a customer account a site in the portal.

Claim bundle The one-click evidence package of a site with journal extract, anchoring and verification
hash.

Tombstone The GDPR erasure that hollows an entry’s content while keeping its existence and the
chain intact.

Companion app The native Android app for workers and stations — licensed separately (TCK2).
Practice round The companion app’s training round with no evidential effect.
Key register The ledger for a site’s physical keys — who held which key, when.
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CHAPTER 22

Feature catalogue

Every documented surface at a glance — with the chapter that covers it in depth.

Dashboard Stat strip, next round, open incidents, stale-cron callout — ch. 2.
Sites Searchable list, create form — ch. 3.

Site detail Sections for checkpoints, plans, keys, members, notes, live links and client grants — ch. 3,
ch. 17, ch. 14.

Checkpoints QR, NFC and geofence points; token rotation, archive — ch. 4.

QR sheet Printable checkpoint sheet; reprinting rotates tokens and invalidates older prints — ch. 4.
Site templates One-click starter sets of checkpoints plus a draft plan — ch. 5.

Plans Recurrence rules (weekly/monthly windows, duration), draft/active lifecycle — ch. 5.

Rounds Cross-site list with status filter, detail with checkpoint states, skip, close-early, attestation —
ch. 6.

Capture page Browser scan box for QR tokens with live accept and reject feedback — ch. 7.

Kiosk stations PIN flow without Nextcloud sign-in, signature pad, pairing codes, revoke, PIN policy
—ch. 8, ch. 17.

Companion app Today view, QR/NFC/geofence confirmation, checklists, offline late-sync, incident
reporting with photo/audio, SOS, station mode, practice round — ch. 9.

Journal Hash-chained, tamper-evident event log; filters, manual entries, RFC 3161 anchoring —
ch. 10.

Incidents Severity lifecycle, corrective actions, MaintenanceCheck handoff — ch. 11.

Operations board Alerts, live map with position trails and geofences, tasks, shift logbook, per-site
KPIs —ch. 12.

Reports On-demand and scheduled reports, client-visible flag, downloads — ch. 13.
Client portal Granted sites, service quality, released reports, live view link — ch. 14.

Access door Open/restricted mode, allowed groups and users, delegated app admins, uniform not-
found page — ch. 16.

People Site members with site-level roles, station members with kiosk PINs, client grants — ch. 17.

Settings Site defaults incl. map tiles, evidence and RFC 3161, retention, branding, stations, access,
licence, feedback — ch. 15, ch. 16.

Privacy Position recording scope, indicators, expiry, erasure — ch. 18.

Accessibility WCAG 2.1 AA: keyboard paths, live regions, forced-colors and reduced-motion support
—ch. 19.

Troubleshooting Symptom — cause — fix plus the “How do I...?” index — ch. 20.
Glossary Domain terms — ch. 21.

22.1 Integrations — API-only surfaces
Some capabilities exist for integrators only and deliberately have no button anywhere in the interface:

Admin webhooks Outbound calls to your own endpoints on journal events — configured per instance,
not in a settings page.

43



€ TourCheck TourCheck — Feature catalogue

Escalation legs Chained alert recipients beyond the on-duty supervisor — API configuration.
Drive-segments read facade A read API exposing patrol segments to other systems.

BLE beacon checkpoints Checkpoints confirmed by Bluetooth beacons instead of QR/NFC — cre-
ated via the API.

Nextcloud Flow events TourCheck emits Flow events (FlowEmitter) so instance automation can
react to rounds, incidents and attestations.

If you read about one of these and cannot find it in the app: that is expected — they are wired by your
administrator through the API, not through a screen.

0.1.6 —2026-10-16 — EN User Handbook



About Software by Design

Software by Design builds Nextcloud apps for organisations that want to host their own data — from
time tracking and projects to inventory, fleet management and customer relations. Every app runs
entirely on your Nextcloud instance; the web interfaces are free (AGPL).

Company

» Website: https://nextcloud.software-by-design.de/
» Partner & quotes: mailto:info@software-by-design.de
* Report a bug / suggest an improvement: mailto:dev@software-by-design.de
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Support & how to contribute

TourCheck remains free on your Nextcloud (AGPL). Bug reports and sensible ideas via GitHub or
email are part of open-source maintenance — without a guaranteed response time.

In the app

Under “Settings” — “Help & support” (navigation chip may still read “Support us”) you find the
same options as on our website: partner quote, onboarding, commissioned feature and voluntary
support.

Check Partner (invoiceable)

If your organisation needs predictable help with an invoice — setup, hour packages, prioritised email
— choose “Check Partner”. That is a professional service with quote and invoice, not a donation.

« Packages and terms on the support page: https://nexicloud.software-by-design.de/en/support/
* Request a partner quote: mailto:info@software-by-design.de?subject=Partner%20inquiry

Other invoiceable options

* Onboarding & training — remote setup or workshop for your team.
+ Commissioned feature — scoped change with acceptance criteria and delivery date.
- Official mobile & terminal licences — where offered for TourCheck; named seats with invoice.

GitHub Sponsors (voluntary)

Voluntary support without an invoice SLA — appreciated, but optional:
https://github.com/sponsors/aSoftwareByDesignRepository

Legal note

This manual does not replace legal, tax or compliance advice. Third-party product names and trademarks belong
to their respective owners.
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